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Release Notes

1.1 Overview

Item Description
Product name Network Video Recorder
Version V4.001.0000000.3
Software package ) ]
) . DH_NVR4XXX-1_MultiLang_V4.001.0000000.3.R.201022.zip
information
DHI-NVR4216-I;
DHI-NVR4208-8P-I;
DHI-NVR4216-16P-I;
Model
DHI-NVR4416-16P-I;
DHI-NVR4432-I;
DHI-NVR4832-1
Onvif Version 2.6.1
OS requirement None
Release date 2020-10-22

1.2 Product Introduction

This product is mainly used indoors. Combined with IP cameras, you can use this NVR to complete real-time
monitoring and recording. It supports configuring basic parameters by using mouse, and you can build a
security monitoring network through web or other professional software developed by Dahua. Product functions

include real-time monitoring, record playback, alarm and other auxiliary configuration functions.

1.3 New Features

Feature Description

1a Blocked dangerous commands in the system.

2a Supports disabling unsafe services, and those
services are disabled by default.

3a Important operations log.

4a Network data transfer encryption control.

Security baseline V2.1 5 a Non-sensitive data information saved in
device-end.

6a Secondary authentication for restoring factory
defaults.
7a Record logs of important operations.

8a Added prompts of data deletion.
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Feature

Description

Product security Ul

1a Interface adjustment: Use Security Center as the
entry in main menu.

2a Added security status page.

3a Added security information scanning function to
detect supported security modules.

43 Added detailed information of security modules,
and the optimized modules will be displayed in green
icon.

5a 802.1X setting page is moved to SYSTEM
submenu.

6a Added CA certificate management function.

Face image import and export

13 Supports importing and exporting face databases.
2a pports exporting face images.

Add face images to the face database

Add face images from the Al playback to the face
database.

SMD Al by NVR

Supports Al by NVR with SMD on Al devices.

Fisheye dewarp Al by NVR

Supports Al by NVR with fisheye dewarp on Al
devices.

Select targets with rectangle for search
during live view and playback

Supports selecting targets with rectangle for search
during live view and playback

Updated algorithm model

1a Supports displaying algorithm version.
2a Updated algorithm model

Non-motor vehicle face detection in video
metadata

1a Non-motor vehicle face detection is supported,
and face is set as an attribute of non-motor vehicle
detection.

2a Supports non-motor vehicle + face displaying
mode in Al panel.

3a Supports searching for face associated non-motor
vehicle on face detection interface.

Al panel on web

1a The web supports displaying Al alarm on Live
interface.

2a Operations on Al panel will be synchronized to the
device end.

3a Supports for a switch to open and close Al panel.
43 Supports displaying attribute settings on Al panel.
5a Supports displaying linkage pictures on Al panel.

Link camera alarm output port

Link camera alarm output port

Fast live on Web

Fast live on Web

Heterogeneous output

Non-simultaneous output with VGA and HDMI

Optimized playback function on local GUI

13 Supports custom fast play
2a Supports selecting channels during playabck

3a Optimized cursor and time bar
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Feature

Description

Quota management

1a Supports storage by quota.
2aSupports setting quota for both videos and images.

3a Support for the switching of disk quota mode and
disk group mode.

4a The switching of storage mode requires formatting
HDD.

Disk error details

13 Disk error details are written to log.

2a Disk error details are written to hddinfo file.

3 & Supports exporting hddinfo file along with
configuration file for system analysis.

43 Does not support exporting hddinfo file on web.

Quick operation bar

13 Added a quick operation bar in the local secondary
menu for fast jumping to the same level menus.

2a Quick operation bars are added in secondary
menu and setting pages.

3a SEARCH submenu does not support quick
operation bar, and you can jump to SEARCH
submenu from quick operation bar in other
submenus.

Adding remote devices with IPV6 address

13a Supports adding remote devices with IPV6
address

2a Supports manually adding remote devices with
IPV6 address.

3a Supports DHCP IPv6

43 Supports IPv6 config for email server

5a Supports FTP IPv6

6a Searching for front-end devices with IPV6 address
is not supported currently.

One-click disarming

13 Supports one-click disarming, which is disabled by
default.

23 Supports individually disarm linkages such as
Buzzer, Show Message, Alarm-out Port and Send
Email.

3a The Live interface uses a bell icon on the
upper-right corner of video channels to display
disarming status. The intact bell icon is displayed by
default, and when disarming is enabled, the bell icon
is displayed with a slash.

43 Supports enabling and disabling disarming on the
upper-right corner of video channels on Live
interface.

5a Supports one-click disarming function on client

software such as DMSS client.
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Feature Description

1a Supports visiting devices through SSH service.
SSH service 23 Provides SSH enable switch. After it is enabled,
you can visit devices through SSH service.

New languages Norwegian, Ukrainian, Hebrew, Turkish, Indonesian.

1.4 Fixed Bugs

None.

1.5 Instructions for New Features

1.5.1 Face Image Import and Export

Al > Database > Face Database Config added Import and Export buttons.
i Export face database

Select one or several face databases, and then click Export. Set address and password.

Password is required; otherwise the imported database cannot be saved. You can export face database from

the Web interface to your PC.

Refresh

Free Space | 7.59GB

/NVR/Facelib/

Type [BEN
Folder

P: ord mustb 1aracters, including at lez he fo g categories: numb...

New Folder Cancel
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Modeling Refresh

Register No. Failed No. Error No. Status Modify

Delete

ii. Import face database

Click Import. Set address and password. The address switches to /INVR/Facelib/ automatically if this directory
is not changed. Password is required and must be the same with password for export; otherwise the imported

database cannot be saved.

Channel D1

Regist.. Failed.. ErrorNo. Status M.. De..

Modeling Refresh Delete

iii. Mutually export and import face database between NVR and camera

For some projects, you can use SmartPSS or platform to mutually import and export face database between
NVR and camera.

iv. Export face images

Select a face database, check details, select one or more face images, and then click Export.

V. Copy face images to other face databases

Select a face database, check details, select one or more face images, and then click Copy To. In the face

database list, select one or more databases, and then click OK.
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1.5.2 Adding Face Images to Face Database

i Add face images from face detection results to face databases

In the face detection results, select one face cutout, and then you can add it to the face database. Click Add to

Face Database and enter corresponding information in the displayed interface, and then add the image to the

face database.

Register

Year
Anhui
ID Card

Failed No.

0 0

Register No.

Female

Error No.

ii. Add face images from face detection results to face databases

Select Al > Al Search > Non-Motor Vehicle Detection, search for face images, and then you can add them to

the face database. Click Add to Face Database to add the detected face image to a face database.

Non-motor Vehicle Detection

Export
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Number of Passe.
Helmet:No
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ColorBlack
§  TypeuUnknown
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“ Helmet:No

..}

Backup
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Color:Black
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sl Helmet:No

umber of Passe.
Helmet:No
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Helmet:No

Number of Passe.
Helmet:No

ColorWhite
Type:Bicycle
Number of Passe.
Helmet:No

ColorBlue
Type:Unknown
Number of Passe.
Helmet:No

Color:White

— Type:Two-wheel.
Number of Passe.
Helmet:No

2 ColorBlack
TypeBicycle
Number of Passe.
Helmet:No

Color:Black
Type:Two-wheel
~ . Number of Passe.

— e Helmet:No

ColorBlack
Type:Bicycle
Number of Passe.
Helmet:No

Add face images from human body detection results to face databases

Select Al > Al Search > Human Detection, search for face images, and then you can add them to the face

database. Click Add to Face Database to add the image to a face database.
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Human Detection
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iv. On Al Live View, add face images from human detection events to the face database

On the Al panel, human body detection events have face images. Click to play back, and on the right of the
playback interface, an Add to Face Database button is added. The operation method is the same with adding
face images from face detections to the face database.

V. On Al Live View, add face images from non-motor vehicle detection events to face
databases

On the Al panel, non-motor vehicle detection events have face images. Click to play back, and on the right of
the playback interface, an Add to Face Database button is added. The operation method is the same with

adding face images from face detections to the face database.

1.5.3 Al by NVR with SMD

The system analyzes video stream to detect human and vehicle in the video, triggers alarms and stores the

detection result in metadata storage for fast retrieval.

NVR4X-l Al-by-NVR supports up to 8 channels; NVR5X-I supports up to 16 channels.
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Channel

Enable

Effective Target

Schedule

Alarm-out Port

Rec Channel
PTZ Linl

Tour

Buzzer

Alarm Tone

SMD linkage configurati

Human

Setting
Setting
Report Alarm
Setting
Setting
Setting

Log

Anti-Dither
Post-Alarm

Send Email

Post-Record

Picture St

1.5.4 Fisheye dewarp Al by NVR Function

The fisheye camera (panoramic camera) has wide video of angle but its video is seriously distorted. The

de-warp function can present the proper and vivid video suitable for human eyes.

NVR4X-1 Al-by-NVR supports up to 2 channels of fisheye dewarp; NVR5X-1 Al-by-NVR supports up to 4

channels of fisheye dewarp.

On the Live interface, select fisheye channel and then right click mouse, and then select Fisheye. You can set

fisheye installation mode and display mode.

Fit Mode

2

Show Mode

N
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When playing back the fisheye record file, you can use de-warp function to adjust video.

1.5.5 Select targets with rectangle for search during live view

and playback

Select faces and human bodies with rectangle over the live or recorded video to search for the records (search
by image). Click Search by Image, and then the video freezes. Select the targets to go to the Search by
Image interface. This involves the Live and Playback interfaces.

Procedure: Click Search by Image > draw selection rectangle (rule area) > detect face cutouts > go to Search
by Image interface > select search targets > click Search by Image > display search results.
i Search by image during live view

Click . and then the live view freezes. Draw an area, and then click OK.
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Channel

Start Time 2019-05-13 00:00:00

End Time 2019-05-13 23:59:59

Similarity 80 % (50%~100%)

Smart Search

ii. Search by image during playback

Select targets over the video to search for the records of the targets.

On the Playback interface, select a channel to play recorded video. Click E and then the video freezes.

Draw an area, and then click OK.

s
At‘

Camera Name

EiGeneral [Alarm  EIMotion Mintell.. EIPOS

1.5.6 Auto Update of Algorithm Model

After the program is upgraded, if the feature vector model does not match, the device will automatically update
algorithm model.

i Added algorithm version details and authentication expiry warning on the interface
Check algorithm version details of face detection, face recognition, IVS, video metadata and SMD.

Log in to the local GUI. On the LIVE interface, right-click and select Main Menu, select MAINTAIN > System
Info > Intelligent Algorithm, and then check details.

The interface shows prompts of algorithm license status difference for the convenience of future maintenance.
i Updated algorithm model
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After the program is upgraded, if the system detects algorithm model updates, the search by image function will
not work. After updating algorithm models, the system will automatically re-model the face images and
generate new feature vectors. The modeling images involve all those in the face database and in the face
comparison records. User experience might be influenced due to the log-time process during which all Al

functions do not work.

Users shall be notified on the interface during the ma
updating. Al functonsdo not work during the process. o Add prompts
Web menu interfaces.

1.5.7 Non-Motor Vehicle Face Detection in Video Metadata

i Face is added as an attribute of non-motor vehicle detection. This feature supports non-motor
vehicle + face display mode.

ii. The attribute of face is added to non-motor vehicle detection. When a face is detected on the
non-motor vehicle in live view, playback or searching result, the face picture and related
attributes will be displayed along with non-motor vehicle information. When no face is detected,
only non-motor vehicle information will be displayed.

15:44:42

15:44:37

15:44:36

15:44:36

iii. Non-motor vehicle + face mode selection is added for the display mode settings in Al search.
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Properties

Face Human Motor Ve... Non-Moto...

Attribute:--
Attribute:--
Attribute:--
Attribute:--

Channel Time Channel Time

iv. The searching condition remains unchanged: non-motor vehicle. When a face is detected, the
face picture and related attributes will be displayed along with non-motor vehicle information.
When no face is detected, only non-motor vehicle information will be displayed.

A
-
L

Type:Two-wheeled Ve.
Color:White
Occupancy:1
Helmet:unknown

r

' Age:Young
Gender:Femail
Expression:Calm

Glasses:No
Mount Maks:No
Beard:No

19:58:39

1.5.8 Al Panel on Web

The Al panel on web supports the same functions as on local GUI. It can display intelligent events in real time,
and display intelligent pictures and intelligent properties. When Al panel is enabled, you can find Al related
information on the right side, and the supported intelligent events include: IVS, face detection, face comparison,
video structuring, and plate detection.
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1.5.9 Camera Alarm Output Linkage

When an alarm is triggered from an IPC, NVR will link the IPC to output alarm signal. The linked alarm output
ports can be one or more. For example, if a face detection alarm is triggered, NVR can enable the IPC to output

alarm signal to access controller for door control.

This is only for Al-by-NVR face detection and face recognition events.
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